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Case Study One: Interest Rate Changes

This case study highlights the dilemma of acting in the bank interest versus acting in the customer interest. It
has been drafted to prompt discussion and further deliberation. It has not been designed to suggest an
absolute outcome, it may act as an aid to stimulate consideration.

Scenario where there is a perceived conflict between “the legitimate interests of the regulated financial service
provider” or its staff and customers.

Note: In this scenario, BIG Bank (“the Bank”) has a Pricing Policy which outlines the governance process for
approval of rate changes. It also outlines how training, internal communication, FAQ guidance, and external
media notification should be rolled out following approval. A training module is in place for all customer facing
staff, explaining the key components of the Pricing Policy covering rate changes. This training is not mandatory.

Detail

Sarah is a Customer Advisor at the Bank. In the open-plan back office, Sarah sees a briefing paper from Theo,
the Head of Lending, lying on the desk of Bill, her manager, when he is out at lunch. The paper marked
“Confidential - For Internal Use Only” states that the Bank is planning to announce a reduction in interest rates
on loan products late the following week, noting that as per Big Bank’s Pricing Policy, a separate bank-wide
communication will be issued once the rate change has been formally approved. It notes that the change will
not be passed on to customers with existing fixed term loans. Sarah has not completed the annual training
module on BIG Bank’s Pricing Policy and is unfamiliar with the FAQ guidance around communication of rate
changes.

Sarah receives a call from Joe, a potential customer, about a fixed term loan product he wishes to take out in
order to buy a car. Sarah advises Joe to “think things over for a few days” and to call her the following week.
She does this in the expectation that he will receive a cheaper loan then and that this advice is thus in Joe’s
best interests. Sarah also mentions the upcoming rate cut to one of her friends who is planning to take out a
car loan, advising her friend to wait a few days.

Gemma works with Sarah and the two are friends. Sarah tells Gemma about the confidential briefing paper
and that she should encourage anyone she knows who is considering a loan to wait. Gemma is not comfortable
utilising this information and she continues to process loans. (This activity helps her to reach her
performance/sales goals). Although Gemma considers Sarah’s actions are contrary to Bank policy, she doesn’t
want to get Sarah into trouble or to have to discuss this in person with her People Manager as the Bank’s
Speak Up Policy advises. Instead, Gemma calls the Bank’s Speak Up confidential phoneline and leaves an
anonymous message which states only that confidential information regarding an upcoming interest rate
change, contained in a briefing paper issued by Theo, is being used “by some staff in their dealings with
customers”.

A few days later, Ciara, the Director of Internal Audit and the person responsible for implementing the Bank’s
Speak Up Policy, informs Theo about the message and her intention to initiate an investigation. Theo asks for
some time to look into the matter. He questions Bill who admits that the briefing paper could have been seen
by anyone in the office, but he assures Theo that he will lock away any confidential materials in the future.
Theo calls Ciara and explains that Bill has learned from his mistake. Theo also argues that, as the rate change
has just been announced and the information is no longer confidential, he sees no need to take matters further
or to mention it to anyone else. Ciara, who had concerns about the difficulty in exploring such an anonymous
complaint which does not identify any wrongdoer, agrees and the disclosure is marked as resolved.
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One week after the new rates are announced, Gemma’s customer, Mick, phones Gemma complaining that he
had taken out a loan at the higher rate the previous week and was unhappy that he was not told of the
imminent rate change. A number of customers who took out car loans that week at a higher interest rate with
staff members who were unaware of the rate change also raise complaints with the staff they dealt with for
the loans and/or the Complaints Department.

An article is printed in a national newspaper that weekend reporting that a large number of customers “had
been duped” and that the Bank is “yet again, putting customers last as all but a select few customers were
assisted in taking out loans at a rate that the bank had already decided to reduce”. This is the first time any
member of the Board of BIG Bank becomes aware of the complaints. The Board was aware that the rate would
be reduced on the particular day and had previously approved the Pricing Policy. However, the directors had
not inquired as to the treatment of customers in the intervening period before the rate change was announced
or the way the change would be communicated to potential and existing customers.

In her monthly Board report, the CEO highlighted the control breakdown on interest rate communications,
which has received adverse media coverage and resulted in 10% of all complaints that month.

Questions

° Did Sarah and Gemma act in the best interest of the customer in this scenario? If not, what actions
should they have taken to do so?

. Was Ciara correct in her action to close out the Speak Up issue?

° Was there a conflict of interest between BIG Bank and the customers in relation to the car loans? If so,

when did this conflict arise and how should it have been managed? Would it be different if all customer
advisors were given a memo to say that the rates were due to change the following week, and given
guidance on how the Bank expected them to deal with new/in-process loans in the interim?

. Would Sarah be more or less culpable if instead of volunteering the advice to wait, Joe had asked her if
there was any reason the loan is not a “good fit for me at this time” and she had told him either that “it
will be a better fit next week” or that she knew of no such reason?

e  Should training on Pricing Policy changes be compulsory for customer facing staff?

e Could the use of a decision-making tool such as the Irish Banking Culture Board’s DECIDE! Framework
have helped the participants (the Board, Sarah, Gemma, Bill) to consider and understand the ethical
aspects of this case study?

e By leaving a confidential paper visible on an unattended desk in an open office, was Bill in breach of the
Common Conduct Standard requirement to act with Skill and Care?

. What are the potential Conduct Standards implications for each of these participants? What are the
mitigants for each participant? How can each demonstrate that they have taken “reasonable steps”?

. Is this an ethical decision or a business decision for each of the participants? Do you consider that the
issues raised in this case study should be dealt with under the Bank’s own internal code of conduct
and/or reported to the CBI as suspected breaches of conduct standards?

L https://www.irishbankingcultureboard.ie/ethics/#DECIDE. See Appendix 1 for more detail.
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What Common Conduct Standards could be considered here for potential breaches? (non-exhaustive list)

Conduct Standard 1 Acting with Honesty and Integrity
(i) having regard to the legitimate interests of the
regulated financial service provider, its staff, customers
and other persons with whom it engages,

(iv) not misusing or misappropriating any assets or
information of the regulated financial service provider,
(v) reporting appropriately, and not impeding others
from reporting to the management of the regulated
financial service provider

Potential breach for
(i) Not having regard to the legitimate
interests of the Bank OR conversely
the customers
(iv)Misuse of commercially
sensitive information to benefit
one customer but not all
customers

Conduct Standard 2 Acting with due skill, care and
diligence

(iii) operating in compliance with the systems and
controls, process, policies and procedures of the

Potential breach for

(iii) Not adequately safeguarding
the confidentiality of confidential
information And not operating in

regulated financial service provider compliance with bank policy
around logging breaches of
(iv) acting without detriment to customers, the confidential information
regulated financial service provider, its related
undertakings, or the financial system in the State, Potential breach for
(iv) Not having regard to the
(v) ensuring that any communication, including any legitimate interests of the Bank
record, provided to a customer or other person is clear, OR conversely the customers
accurate, up to date and not misleading, (v) processing loans without
notifying  customers of an
imminent rate change
Potential breach for
(iii) Provision of relevant
information in a timely manner
to one customer but not to other

customers

Conduct Standard 4 Acting in the best interests of
customers and treating them fairly

(ii) communicating with customers in a timely manner
having regard to the urgency of any matter and the
time required by the customer to consider the relevant
information

Considerations

Identify relevant facts: Consider the firm’s policies (e.g. Pricing Policy, Speak Up Policy, Incident/Issue
Escalation Policy, Code of Conduct (re confidential information), procedures and guidelines, training.

Identify affected parties:

Key affected parties are customer advisors (Sarah and Gemma), line manager (Bill), Head of Lending (Theo),
head of Internal Audit and Speak Up (Ciara), executive and board committees responsible for approval and
oversight of price changes.

Who should be involved in the resolution:

Head of Lending, Head of Customer Complaints, Risk Management, Branch Mgmt.
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Possible course of action:

Establish the facts, has a similar issue occurred previously and how was it resolved? Were the subsequent
lessons learned reflected on and shared, with relevant control improvements implemented. A key factor is the
recognition that mistakes happen, but how the organisation learns from them is really important.

Consider the appropriate course of action that should have been taken to a) log and escalate the breach of
confidential information, b) consider read-across and impact wider customer implications once the issue had
occurred, c) consider voice of the customer at the time when price change was approved.

Consider what each participant could reasonably have been expected to do in this situation, based on their
seniority, prior experience, and time in the role. There are a range of CF/PCF roles impacted here from junior
customer advisor, people manager, head of lending, head of internal audit, executive committee, board
directors.

The following section provides further context and matters for consideration for each of these roles.

Matters to consider from the perspective of each of the participants in this scenario:

Perspective: Sarah (Customer Advisor)

If Sarah had followed escalation procedures and told her line manager (Bill) that she has seen the briefing
paper, would that be sufficient for her to discharge her duties under the conduct standards? How does she
act in customer best interest in this scenario?

Sarah didn’t report the breach of commercially sensitive information. This is likely to be a breach of bank policy
which requires that leakage of confidential information be captured in an Incident/Breaches Register.

She used this information to give a hint/inform one customer. What consideration was given to the other
customers who also took out loans in the same period and were not advised to wait for the imminent price
reduction?

Perspective: Gemma (Customer Advisor)

Has Gemma discharged her duties under the conduct rules by reporting this anonymously using the Bank’s
Speak Up confidential phoneline? What action would you expect the Bank to take to address this issue, and is
there a potential missed opportunity to learn lessons and complete a root cause investigation due to the
anonymous nature of the reporting?

What does Gemma need to document in order to record the reasonable steps she has taken?
Has Gemma acted in the best interest of the customer by not informing Mick of the upcoming rate cut?

Was she also acting in her own interests?

These materials may not be reproduced, modified or circulated further without prior consent from the Irish Banking Culture Board.




IBCB

Perspective: Bill (Line Manager)

Bill is Sarah’s line manager. If Sarah had reported to her line manager that she had seen the confidential memo
and was facing a customer dilemma, as per BIG Bank training/policy, it may have prompted a discussion on
how to deal with other customers in the interim period. In this situation, Bill may reasonably have been
expected to raise this query with the Head of Lending for further consideration. The fact that Sarah didn’t raise
this with her line manager could suggest an environment where staff don’t feel free to speak up.

Bill has left confidential information on his desk and is in breach of policy. This should be logged within BIG
Bank procedures for this type of incident. Logging matters such as this could enable them to be assessed as
part of an assessment of near misses/errors/lessons learnt which could also prompt a review of the process
around offering products to customers when a reduced rate has been approved but prior to it being launched.

Perspective: Theo (Head of Lending)

What reasonable steps were taken to support the decision to reduce interest rates? For example, what
committee approved this, and what was the decision-making process that gave rise to the interest rate cut.

Was the impact on customers in the intervening period considered? Was the voice of the customer role in
place at the committee where this decision was taken, were the bank values considered in the decision-making
process?

How to show that the decision was acting in best interest of customers?

Does the BIG Bank Pricing Policy provide guidance on timing differences and how to deal with them. If not,
have previous complaints been raised about this type of situation, where was this reported to and how was it
addressed?

How does the training/communications to customer-facing staff cover out this type of scenario, and what
guidance is provided to support frontline staff act in the customer best interest? How are staff advised to
engage with customers during the ambiguous period from when they hear the rates are changing until they
have changed. What other actions could Theo have taken to ensure that the training on the Bank Pricing Policy
was completed and that queries were addressed?

Perspective : Ciara Head of Internal Audit/Head of Speak Up

Was it appropriate that Ciara closed out the issue following her discussion with Theo, without taking any
further action? How is Ciara acting in the best interest of all the other customers who took out loans in the
intervening period between approval of the rate cut and implementation? Should there be a read-across to
other potentially impacted customers who have not raised a complaint?

What type of risk would this be categorised as? (reputational risk, consumer protection risk). Should it be on
a risk register?

These materials may not be reproduced, modified or circulated further without prior consent from the Irish Banking Culture Board.




IBCB

Perspective : Big Bank Board
The Board only became aware of this issue when they read about it in the newspaper.

How should the Board have been made aware of this matter, considering that approx. 10% of customer
complaints in the period were about the same issue. Where would it be expected to be covered out - Complaint
Ml trends reporting (appendices to a risk dashboard or highlighted in executive summary)?

How does the Board demonstrate its oversight role and how are customers considered in this type of decision?
The Board approves the Bank Pricing Policy on an annual basis. What type of questions could the Board ask to
demonstrate reasonable steps for protecting the best interests of customers?

Is the Board informed of risks, breaches, complaints and other similar matters on a granular basis? If this
matter was reported to the Board under Protected Disclosures/Speak Up Reporting, what action would the
Board be expected to take?

Additional context for this case study

Rationale: Selected a personal loan rather than a mortgage so it could apply to a wider number of financial
institutions including credit unions.

Inclusion of the reference to sales performance has been added to factor in how incentives may also influence
decisions here. i.e. Gemma is not merely following policy but is also potentially acting in her own interests to
achieve applicable sales targets/objectives.

Note: Although the Board had been informed by the CEO of the impending rate change before Theo sent his
briefing paper to Bill, they had not inquired as to the effect this knowledge would have on current lending.
This has been added to bring their responsibility to ask questions into the mix.
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Appendix 1: DECiDE Framework

Ethical decision-making means different things to different people. Generally, it relates to decisions which:
e require a judgement call;
e where there is no black and white answer, where the ‘grey’ can be difficult to navigate or identify;
e where there are multiple and different impacts for stakeholders.

The purpose of the DECIDE framework is to assist with this decision-making process by prompting the participant to consider various elements which will enable them as the
decision-maker to be able to stand over the decision they took at a point in time, even if it transpires in due course that the decision was not optimum. The decision-making
framework incorporates established theories and practices in relation to ethics and decision making and has been developed by the Irish Banking Culture Board (“IBCB”)
through a co-create process involving staff from across the five member banks (AIB, BOI, KBC Bank Ireland, Permanent TSB and Ulster Bank) and IBCB Board members which
include consumer and small business representatives, legal specialists, and an eminent corporate governance academic. Input has also been provided by external industry
stakeholders including the office of the Financial Services and Pensions Ombudsman (FSPO) and IBCB'’s education partner, IOB. The framework has also been shaped by media
and political perspectives in relation to decision making within banks.

More detail on the DECIDE framework can be found in the following link: 67621-IBCB-Decide-framework-A5-WEB.pdf (irishbankingcultureboard.ie)
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DEG'DE

Discover Ethical Considerations i Decision Evaluate

Lessons Learned

— %

Impacts and
Consequences

SUPPORTS - what supports do you have access to?
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